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Abstract 

In this thesis, we survey fundamental concepts of software testing. We review 

generd testing process and the key testing methods. 

We discuss the theory of software reliability, which is an important quantita- 

tive measure of softwaxe quaiity. We present the derivation of severai well-known 

software reliability growth models and describe how they can be used in real-Iife 

software development . 
Parameters in the software reliability models are usually estimated based on 

failure tirne data. We review several commonly used methods of parameter esti- 

mation. Maximum likelihood methods and curve fitting using least error methods 

are presented for two fundamental models: the exponential model and the loga- 

nthmic model. The descending mean algorithm is introduced. We apply a global 

minimization method based on the descending mean algorithm to parameter es- 

timation problemç. Numericd experiments are performed on a set of well-knom 

failure time data. The computation results show that the method is efficient and 

accurate. 
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Chapter 1 

Introduction 

The applications of computer systems are in every fabric of our modern soci- 

ety. Computer software Life cycle which includes developments, operations and 

maintenance are important parts of computer professionals activities. We should 

expect that the software we develop work properly every time it is run. However, 

this is not a realistic expectation. Faults and errors do exit in every large appli- 

cation orland softwaze system. These faults cause software systems to fail. If a 

software system fails frequently, we Say that the software system is unrelzable. In 

today's competitive market, an unreiiable softwaxe product will cost a Company 

a great deal both in senrices and in reputation. Therefore, software testing is an 

integrated and important part of the the software development life cycle in every 

softwaxe development . 
The goal of software testing is to detect and to eliminate al1 software faults 

and defects before releasing software products to market or delivering them to 

customers. Current software industry practice makes extensive use of testing to 

ensure the reliability of its products. Studies [1, 251 report that cost associated 

with testing range from 40% to 50% of the entire software product development 

life-cycle expenses (in both capital and time); and, even then, it is often consid- 

ered insufficient. On the other hand, a softwaxe development shop often under 

pressure to release its product to the market quickly in order to protect its mar- 

ket share. Any delay beyond what the competitive pressure of the market might 

tolerate could jeopardize the product's marketplace acceptance and in some cases 



the entire investment would be lost. It is estirnated that only 20 % of software de- 

veloped is used. Ako, the resource allocated to software testing is usually limited. 

Therefore, the software testing process must be efficient and cost effective. 

The software testing process has now evolved into a mature discipline of soft- 

ware engineering. Many researchers and practitioners actively work in the area 

of software testing. Testing tools are now a d a b l e  to assist software testing pro- 

fessionals. In particular, code coverage tools can be used to determine whether 

the software has been thoroughly tested by showing which parts of the software 

have in fact been executed by the tests. Code coverage has been shown to be a 

good measure of the quality of the testing. Various reliability growt h models have 

been developed to measure the reliability of software products quantitatively. 

In this thesis, we examine some essential concepts and techniques of software 

test ing. We present detailed descriptions of several well-known software reliability 

models. We study a few well known parameter estimation techniques for software 

reliability growth models. We develop a simple global optimization method which 

provides an accurate way to estimate the parameters in the software reliability 

models. The method is applied to a set of well known failure time data. The 

parameters of the exponential model and the logarithmic model for these data 

sets are estimated by Our method. 



Chapter 2 

Software Testing 

Software developrnent life cycle is divided into several well known phases, de- 

scnbed in much of the softwaxe engineering literature [2, 23, 241. Software testing 

is involved with all these phases, starting from the design of system test cases ac- 

cording to the product requirement specifications to the execution of acceptance 

testing of a completed product. 

It is important to understand the fundamental concepts such as what a soft- 

ware failure is, what the purpose of testing is, what the goals of testing are, 

what the cost of testing is, how testing can be divided into easily manageable 

parts, what tools can be used and how testing is associated with Software Qudity 

Assurance (SQA). We first discuss some of these essential concepts. 

2.1 Definitions of Software Failures and Faults 

A software fazlure is the departure of the externd results of program operation 

from the softwa,re requirements. Software failures relate to the dynamic behavior 

of the program. In an ANSIIIEEE standard [4], a failure, or anomaly, of software 

is defined as follows: An anornaly is any condition Mot departs from the expected. 

This expectation can corne from documentation (requirement speczfications, design 

documents, user documents, standards, etc.) or/and from the user's perceptions 

or/and experiences. 

An anomaly is not necessarily a problem in the software product; it may be 
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manifesting correct behavior An anomaly may d s o  be caused by something other 

than the softwaze, such as instrument, 110, hardware, etc. [4] 

A fault is the defect in the program that causes a failure when the program 

is executed under particular conditions. A fault is a property of the program but 

not a property of its execution or behavior. 

Software products are not just prograrnming code. They include product re- 

quirements, functional specifications, drafts and final versions of user manuals, 

drafts and final versions of data sheets, technical support notices and many other 

things which are all part of different phases of the softwaïe development process. 

Software production is then a series of imperfect translation processes. Each of 

these translations produces a work product or deliverable. Each of these trans- 

lations is imperfect because of human activities involved in the process. A fault 

is created when a developer makes an error. 

In the ANSIIIEEE standard errors are divided into eight main classes: Logic 

problem, computation problem, interface/ timing pro blem, data handling prob- 

lem, data problem, documentation problem, document quality problem and en- 

hancement. Each of these classes is divided into subclasses, which define the error 

in question in detail. For example, document quality problem class is divided into 

the following five error classes: Application standards not met, not traceable, not 

current, inconsistent and incomplete. We will not discuss the classification in 

det ails. 

2.2 The Role of Software Testing 

It is important to have an appropriate understanding of the role of software 

testing. Some people think that testing is a process of demonstrating that errors 

are not present. However, such a goal for software testing is impossible to achieve 

both practically and theoretically. 

A more suitable role for testing is: t o  execute a software o r  a system zuith 

the intention of Jindzng emors [5]. This is a less pernicious definition than the 

previous one. It is a more practical goal to find as many errors as possible than 
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to prove that the program works correctly, which c m  be a nontnvial task even 

for a s m d  size program. It motivates a tester better. 

.An important addition to the definition of testing is that the objective of 

testing is to find errors, but not the solution to the errors (Le. to test but not to 

debug). 

The definition of testing according to the ANSIIIEEE 1059-1993 standard 

is that testing is the process of anaiyzing a sofiware item to detect the differ- 

ences between ezisting and reqvzred conditions (that zs defects/errors/bugs) and 

to evalvate the features of the software item. 

The purpose of testing is the improvement of product quality. However, when 

customer-designed products are made on demand, quality is entirely dependent 

on matching the customer's specification. If the customer does not like the end 

result, the product must be repaired, even if the product meets the specification 

that the customer had agreed upon. 

Software testing consists of two processes: verificatzon and validation. Verifi- 

cation, as defined by IEEE/ANSI, is the process of evaluating a systern or com- 

ponent to determine whether the products of a given development phase satisfy 

the conditions imposed a t  the start of that phase. Venfication is the process of 

evaluating, reviewing, inspecting requirement specification, design specification, 

and source code. It involves Iooking at static documentations . 

Validation, on the other hand, involves the execution of software on a com- 

puter. Validation is the process of evaluating a system or component during or 

a t  the end of the developrnent process to determine whether it satisfies specified 

requirements. 

Testing is directly related to the cost of software developrnent . Frequently, 

fifty per cent or more of the development cost is devoted to error detection and 

removal [13]. InsuEcient testing implies poor quality of software products. Ex- 

haustive testing implies that many products never reach the market because 

testing would never end and the cost of testing becorne astronomical. Thus, we 

cannot expect that the softwa.re testing process is carried out perfectly for every 



software product. The level of thoroughness for software testing depends on the 

software under test. For example, requirements for software reliability in the 

medical and nuclear industries are much higher than requirements for software 

reliability used in a business office. Some software is not dlowed to "behave in 

a wrong way", and cannot contain any errors at all. Such software need more 

thorough and accurate tests than some other software, which implies higher cost. 

On the other hand, there are situations when the users of the software more easily 

tolerate softwaxe failures in the products. Softwaxe development organizat ions set 

their standards for the reliability of their products; their tolerance of the num- 

ber of software errors existing in the products. These limits are determined by 

requirements from customers and from cornmon quality standards. Experience 

from the software industry has shown that it is impossible to produce and release 

large commercial software without a single error. 

Due to the time and cost constraints, it is not always possible to discover 

and remove faults t hat cause failure. Sometimes, only severe failures such as sys- 

tem hanging, violations of data consistency and integrity, get fixed immediately. 

Therefore, there are concepts of priority and seuerity of failures which are used 

in softwaze industry [30, 29, 31, 331. For example, in a Windows application, a 

failure such as start up window crashing should be assigned a very high severity 

because the failure prevents the testing of other functionality of the product. .4n 

isolated failure with little affect to the main hnctionality of the product, such 

as a spelling error in a documentation, may receive a iow severity. The correc- 

tions for failures with very low severity may be deferred to the next release if the 

product is near the end of developrnent cycle. 

In some organizations, testing is still considered to be the 1 s t  phase in the 

software development cycle. The testing starts just before the software release. 

This causes the testing process to be its own isolated phase and accounts for 

errors baing f o n d  late, re-executing work, and poorly planned test cases. The 

cost of fixing the faults found by testing becomes extremely high. 

Software testing must be understood as a continuous activity over the entire 



software development cycle. S o h a r e  testing should be designed before coding 

begins. The testers can inform the developer what kinds of tests will be r u ,  

including the special cases that will be checked. The developer can use that 

information while thinking about the design, during design inspections and in his 

own unit testing. 

2.3 Software Test ing Technology 

There are two distinct categories of testing: Black-box testing, also known 

as  functional testing, and white-box testing, also known as structural testing. 

White-box testing examines how the program works, taking into account possible 

p i t fds  in the structure and logic. Block-box testing examines what the program 

accomplishes, without regard to how it works internally. 

Black-box Test hg: 

Black box testing is to look at a system from the outside looking in. The term 

"black-box" simply means to view the system as if it were a sealed box whose 

particular interna1 contents are not visible. In black-box test ing, knowledge con- 

cerning the application area or user view is exploited. Test data are chosen using 

the requirement analysis and software specification documents, and/or the oper- 

ational profile, ignoring the details of what is inside the box. The focus of the 

black-box testing is on the end-user visible interfaces, features and behavior of 

the system. Black-box testing attempts to apply sets of inputs that will fully ex- 

ercise al1 the functiond requirernents of a system. Black-box testing finds errors 

such as: 

1. incorrect or missing functions, 

2. interface errors, 

3. errors in data structures or extemal database access, 

4. performance errors, and 

5. initialization and termination errors. 
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Two main strategies are often used in black box testing: those based on func- 

tion specifications of a software (which is often referred to as functional testing), 

and those concerned about program input and output domain. An operational 

profile is often required for the latter, since it is usually infeasible to test al1 

possible combinations of input data. 

Black-box testing will not test those functions that are implemented but not 

descnbed in the functional design specification. 

White-box Testing: 

White-box testing is a test case design method that uses the control structure 

of the procedurai design to derive test cases. The tenu "white-boxy7 means to 

view the system as if it were an open box whose contents are very important. 

White-box testing requires an intimate knowledge of the internal structure of the 

software. For this reason, it is also called Structural Testing. The test designs 

are derived from the internal design specification of the code. Thus, the tester 

must have the appropriate knowledge and skills to interpret design specifications 

and code. 

White-box tests are designed to exploit weaknesses in a product's design and 

implementation. Test cases are designed to: 

1. guarantee that al1 independent paths within a module have been exercised 

at  least once, 

2. exercise al1 logical decisions on their true and false sides, 

3. execute al1 loops at  their boundaries and within their operational bounds, 

and 

4. exercise internal data structures to ensure their validity. 

Randomly selected test cases may not execute certain modules such as excep 

tion handling or error recovery routines. However, these are critical components 

of a system that must be highly reliable. White-box testing can help testers to 

design test cases which force the coverage of such cnticd components. 
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The majority of the white-box testing techniques require the use of test data 

to force execution of selected paths in order to satisfy specific cnteria. These 

techniques are often c d e d  path-testzng techniques. There are two main classes 

of path testing techniques: control-flow driven and date-flou driven testing tech- 

niques. 

Coiitrol-flow driven testing involves constructing test data to execute the con- 

trol flow features of a program. Statement and the branch (decision) testing are 

examples of "Control-Bow" driven test ing strategies. 

From data-flow point of view, during the execution of the system, there are 

only three possible actions that can be applied to a variable: 

1. definition: when a value is given to a variable through assignment or input. 

2. reference: when the value of a Mnable is a recalled hom memory, and used 

in an expression. 

c-use: a reference to a variable which is a computation use: that is, 

occurs in an expression part of computation statement. 

puse: a reference to a variable which is a predicate use, occurred in 

the conditional portion of a branching statement. 

3. undefined: when a variable becomes unavailable as, for exarnple, local vari- 

ables become unavailable on exit from of block or function. Al1 variables 

are assumed to be in this state initially. 

Data-flow driven testing is to construct test data which forces the execution of 

different interactions between variable definitions and their reference in a pro- 

gr-. 

2.4 Testing in Software Development Process 

The softwaxe development process used in an organization is based on the spi- 

ral mode1 or the waterfall mode1 of software development. Software testing is 

involved in the following stages in the process: 
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The requirement analysis and specification phase; 

The design phase; 

The coding and unit-testing phase; 

The function verification and integration test phase; 

0 The sq-stem verification and acceptance testing phase; 

The system maintenance. 

The detailed description of these stages can be found in [33]. The unit test 

phase is performed by the developers of the code. Unit tests consist mainly of 

"white-box" testing, often with the help of a debugger, with the objective of 

exercising al1 possible code paths. During the unit test (also called private code) 

phase , the tester is not required to have a formal test plan or to use standard test 

cases and concrete exit criteria. There are some guidelines prescribing how the 

unit test should be carried out. It is incumbent upon the developers to adhere 

these guidelines and to perform the unit tests to the best of their abilities. Once 

the developers have completed the unit test phase of their code, they integrate 

the code in the main code ( a h  called public code) base. A verified executable 

code base is often referred to as a "build". 

The function verification test phase is also completed by developers. However, 

the function verification test phase usually has formal test plans. Several test 

cases are written for this phase of testing. Exit criteria are based on the successful 

execution of al1 planned test cases and the absence of open defects. The test cases 

are then integrated into an automated suite (bucket), which is then handed off 

to the members of a testing team who run this continuous regression bucket for 

the remainder of the development cycle until the product is shipped. 

A system venfication test is conducted by an independent department. Test- 

ing is broken down into smaller components based on the software functionality 

and usage. Each component verification test determines the stability of the prod- 

uct form one component's perspective. When d l  component verification tests 



are completed, formal system verification testing is performed. Test plans and 

scenarios are written based on random workloads tailored by operational and 

environmental profiles. Exit criteria are defined as the successfuI execution of d 

the scenarios detailed in the systern verification test plan and the absence of open 

defects. 

The final continuous regression testing is performed by a separate department 

in some organizations. Its purpose is to ensure that changes made to softnmre, 

such as adding new features or modifying existing features, do not adversely af- 

fect features of the software that should not change. This phase occurs during 

the entire development cycle, and is executed on the latest available build from 

development . It consists of executing automated and manual Function Verifica- 

tion Test buckets from the previous and current releases of the product. New test 

cases are added from the current release under test once Function Verification 

Test has exited. The entry criterion is the start of a new release and the exit 

criterion is the product ship of the new release. 

Regession testing can take several days to several weeks depending on the 

size of the software product and the test buckets. Before the release of software, 

the last run should have a full regession test. 

It is not cost and time effective to re-run al1 the tests in a regression suite; a 

method is needed to reduce the testing effort. The method should support test 

set minimization and test prioritization. The met hod should also help testers 

identiS. a representative subset of tests which should be re-executed to validate 

modified software. 



2.5 Code Coverage Analysis 

An important technique of software testing is so called code couerage analysis 

which measures the reliability of the software by measuring the software source 

code coverage made by the test suites. It is often difficult to evaluate the quality 

of the testing for a software system until the software is released. Code coverage 

provides a numerical measure that managers can easily understand. Softwaxe 

code coverage analysis can be used throughout the entire life cycle process, fiom 

coding and unit testing to ha1 system testing. It can be used for both hinctional 

and structural tests. Many t heoretical studies and industrial practices indeed 

conclude that an increase software code coverage is likely to locate more faults in 

the code and therefore increase the reliability of the software. Slonim et ai [30,29, 

311 have studied code coverage and reliability growth on large scale commercial 

softwme in an industrial setting. Several researchers have proposed models that 

incorporate code coverage in their reliability models. [6, 11, 17, 151. Code 

coverage has also been studied in [ I l ,  321. 

Software testing coverage analysis is the process of: 

1. finding areas of a program not exercised by a set of test cases; 

2. creating additional test cases to increase coverage; 

3. identi-g redundant test cases which do not increase coverage, and 

4. determinhg a quantitative measure of test coverage. 

Coverage anaiysis requires access to test program source code and often re- 

quires recompiling it with a special cornmand. Testers can choose from a range 

of measurement methods. Testers establish a minimum percentage of coverage, 

to determine when to stop analyzing coverage. 

Test coverage analysis can be used as a structural testing technique: white-box 

testing. Structural testing compares test program behavior against the apparent 

intention of the source code. Test coverage analysis c m  also be applied to func- 

tional testing: black-box testing, which compares test program behavior against 
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the requirements specifications of the software system, as  we have discussed in 

the previous section. 

Some fundamental assumptions about coverage analysis are the foliowing: 

Fadts in the software systern relate to control Bow. Testers can expose 

faults by varying the control Bow [26]. 

Testers can look for faults without knowing what failures might occur and 

whether dl tests are reliable, so that successful test runs imply program 

correctness [22]. Thus, we assume that the tester understands what a cor- 

rect version of the program would do and can identifi differences from the 

expected behavior. 

Other assumptions include achievable specifications, no faults of omission, and 

no unreachable code. 

Clearly, these assumptions do not always hold. Coverage analysis exposes 

some faults but does not expose al1 classes of faults. Some people argue that 

coverage analysis provides more benefit when applied to an application which 

makes a lot of decisions rather than data-centnc applications, such as  a database 

application. 

Many different coverage measures exist in softwxe testing practice. Some of 

them are described below: 

Basic Block Coverage: A basic block is a sequence of instructions that, 

except for the last instruction, is free of branches and function calls. So. the 

instructions in any basic block are either executed al1 together, or not at  d l .  Block 

coverage ensures that al1 basic blocks are executed at Ieast once. In C and C++, 

a block may contain more than one statement if no branching occurs between 

statements; a statement may contain multiple blocks if branching occurs inside 

the statement; an expression may contain multiple blocks if branching is implied 

wït hin the expression (e.g., conditional, logical-and, and Iogical-or expressions). 

Basic block coverage is sometime referred to as statement couemge when the 

unit of code measured is each executable statement. 
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The main advantage of block coverage is that it can be applied directly to 

object code and does not require processing source code. Performance profilers 

cornmonly implement t his measure. 

The main disadvantage of statement coverage is that it is insensitive to some 

control structures. Thus, basic block coverage is dec ted  more by computational 

statements t han by decisions. 

Decision Coverage: Decision coverage ensures that each of the branches 

within a conditional statement evaluate to both true and fdse, a t  least once. 

A conditional statement may contain a number of conditional expressions, each 

having a tme and falçe decision path passing through it. Each of these decision 

paths corresponds to a different testable attribute to be covered. 

Decision coverage reports whether boolean expressions tested in control stnic- 

tures (such as the if-statement and while-statement) evaluated to both true and 

false. The entire boolean expression is considered one true-or-false predicate re- 

gardless of whether it contains logical-and or logical-or operators. Additionally, 

this measure includes coverage of switch-statement cases, exception handlers, and 

in tempt  handlers. Completely adequate decision coverage implies completely 

adequate block coverage, evcept for programs with no branches. 

C-use Coverage: A c-use path is a path through a program from each 

point where the value of a variable is modified for each cornputation use or more 

concisely c-use. The c-use coverage measures the fraction of the total number 

c-uses that have been covered by one c-use path during the testing. 

C-use (computational use) coverage ensures that if a variable is defined (as- 

signed a value) and later used within a computation that is not part of a condi- 

tional expression, at  least one path between this def-use pair is executed. 

P-use Coverage: A p-use path is a path hom each point where the value of a 

variable is modified to each use on a predicate or decision without modifications 

to the variable dong the path. P-use couerage rneasures the total number of 

puses that have been covered by one puse  path during the testing. 

P-use (predicate variable use) coverage ensures that if a variable is defined 



and later used within a conditional expression, this def-use pair is executed at 

least once causing the surrounding decision to evduate tme, and once causing 

the decision to evaluate false. 

The intuition behind c-use and puse coverage is, when a variable is assigned 

a value and that value is later used, a good test set wïll exercise this relationship. 

For any use of a variable, this should occur for each assignment that might have 

given rise to the variable's value. 

Ali-uses coverage is the sum of puse and c-use coverage measures. 

Extensive code coverage is costly. In general, 100% code coverage is not 

practical in later stages of testing for large scale software systems. Note also 

that even if 100 % test coverage is achieved for some software, there is still no 

guarantee that al1 faults in product are uncovered. Many of the faults in software 

products are the result of code omission. In other words, there are scenarios 

which were not considered by the designer or the programmer of the product. 

For these types of faults, code coverage alone cannot assist testers very much. 

Therefore, software testing should not focus exclusively on code coverage. 

ATAC is a coverage anaiysis tool for C and C++. ATAC is a part of test 

tool suite developed by Bellcore. -4TAC measures how thoroughly a program has 

been exercised by a set of tests, identifies code within the program that is not 

well tested, and determines the overlap arnong individual test cases. ,4TAC is 

used by software developers and testers to measure the adequacy of a test set and 

identify areas in a program that require further testing. These measures rnay be 

used for project tracking to indicate progress during testing, and as acceptance 

criteria to subsequent stages of development and testing. Regression testers also 

may use ATAC to identûy a particular subset of a test set that achieves high 

coverage at limited cost. 

ATAC provides an integrated suite of software tools that support coverage 

testing for a number of coverage measures such as function-entry, function-call, 

function- return, block, decision, c-use, puse, and dl-uses. The application of 

ATAC in softwme testing on large scale commercial software in an industrial 



setting c m  be found in [33, 321. 

Summary 

In this chapter, we review some fhdamental concepts and methods in software 

testing. We differentiate faults and failmes; emphasize the role of software test- 

ing; study black-box testing and white-box testing and software t esting in soft- 

ware development process. We d s o  study code coverage analysis and different 

measurements in code coverage. 

Most of the materials presented in this chapter are standard, and can be found 

in sofhare testing literature, e.g. [2, 3, 13, 23, 241. 



Chapter 3 

Software Reliability Growt h 
Models 

The reliability of a softwaxe system is the probability of its failure-free operation 

for a specified duration under a specified environment. From a user's perspective, 

reIiability of the software product refers to the correctness and completeness of 

that product: Does it function correctly according to the specification and is 

it robust enough? Therefore, reliability represents a user-oriented, rather than 

developer-onented view of softwaxe quality. 

Reliability and cost of a software product are two most important characteris- 

tics of the product [23]. Reliability of software is intimately related to faults that 

the software system contains. it plays an important role in detennining what the 

total cost of operating the product is. 

Software reliability measurements c m  be used to guide managerial and engi- 

neering decisions on projects involving software. They can also guide customers 

and users of systems in purchasing and operating them. Software reliability mea- 

surernents c m  be used to determine what softwaxe engineering methods are most 

effective in enhancing reliability. 

A software reliability growth mode1 (SRGM) is a mathematical expression of 

the software error occurrence and the removal process. Softwaxe reliability growth 

models are generally fomulated in terms of random processes. The models are 

disthguished fkom each other by the probability distribution of failure times or 



number of fdures experienced and by the nature of the variation of the random 

process with time. 

A software reliability model specifies the general form of the dependence of the 

failure process on the factors that introduces faults into software. Such factors 

include the developed code size, software engineering technologies being apphed 

during development and the level of experience of programmers and managers. 

Many software reliability growth models have been established in literature. 

See, for example, (23, 201 and references therein. 

In this chapter, we study fundamental concepts in softwae reliability theory. 

We examine the mathematical background of random processes and reliability 

theory. We present careful derivations of several important quantities related to 

software reliability. These derivations are based on general software reliability 

growth models. Finally, we focus our study on two popular models, namely 

the Musa Basic Execution Model, also known as the exponential model, and the 

logarithmic model. Our presentation follows closely the book by Musa et al [23]. 

3.1 Basic concepts in software reliability 

We mentioned above that software reliability is the probability of failure free 

operation of a software system for a specified time in a specified execution envi- 

ronment. For example, if we say that a multi processing system has a reliability 

of 0.92 for 8 hours when operated by the "average user", then when the system 

is executed for 8 hours, it would operate without failure for 92 of these periods 

out of 100. 

Reliability is the most important mesure  of "sojtware quolit y" . Reliability 

can be presented in many ways. Other than presenting it as the probability of the 

next failure occurrence, we can also present it as mean-time-to-failure (MTTF) , 
cumulative number of failures up to a specified t h e ,  failure intensity or the 

number of failures remaining. 

The reliability of software depends on its execution environment. To char- 

acterize the environment, we divide the execution of the program into a set of 
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rum. Runs that are identical repetitions of each other are said to form a ?*lm type. 

The operation profile is the set of relative frequencies of occurrence of the run 

types and the set of al1 input states to the software that would occur in normal 

operation by the user of the software. 

The environment is specified by the operational profile. The operational pro- 

file plays a large role in softwaxe reliability studies to date. 

Reliability measurements are determined by software testing. A suite of test 

cases can be randomly selected to run on a software system. These tests are of 

the same probability expected to occur in the normal operations of the system. 

The input space of the system should be well covered by the tests in order to 

obtain an accurate reliability measurement. 

The measurements of reliability in the operational phase of the software prod- 

uct are established by taking failure data. 

Although different Msiations of software re5ability models have been estab- 

lished, the fundamental theory is the same: it is assumed that a number of faults 

exist in the software, and software failures occur probabilistically over time ac- 

cording to a certain failure intensity. Through testing and debugging, pro blems 

are found, faults are removed, and reliability then increases. Therefore, the fail- 

ure intensity decreases, the cumulative number of defects remains stable, and 

the time between failures increases. The inverse relationship between cumula- 

tive failures and failure intensity is a basis for softwaxe reliability growth theory: 

through the testing and debugging process, the cumulative number of the fail- 

ures increases; eventually, the failure number is expected to level off after most 

of the failures are removed. Meanwhile, testing costs (in human-hours and the 

CPU-hours) tend to rise in a complementary fashion as fewer defects are remain 

in the code. 

Many reliability growth models can be derived based on these relationships, 

with a few additional assumptions or some refinements of assumptions, presented 

by dinerent failure intensity formulas. 

As we are going to see in the next few sections, a number of assumptions 



are made in order to establish concise software reiiability growth models. Key 

assumptions often included in software reliability growth rnodels are the following: 

Times between failures are independent. 

Equal probability to the exposure of each fault. 

Embedded faults are independent of each other. 

A detected fault is immediately removed (before the start of next test case), 

or when it is not, it is assumed that the continuous existence of the detected 

faults will not block other faults from exposure. 

No new faults are introduced during corrections of previously discovered 

faul ts. 

a Testing intervals are independent of the trial. 

Not all of these assumptions are presented in al1 models. Some models make 

refinements to relax some of these assumptions. 

The above assumptions are necessary to reduce the complexity of real world 

situations in order to build a theoretical model. However, it is also those assump 

tions that restrict the applicability of a model in practice. For example, in a real 

software industrial setting, faults in a software are usually not independent of 

each other. Once a failure occurs, it may not be immediately corrected. Fail- 

ures may be assigned a priority and a seventy. Only the failures with very high 

priority or very high severity, such as those preventing the executions of other 

planned testing tasks, those that make the system hang, or produce wrong data, 

will be corrected as soon as they occurred. Corrections of previous failures may 

introduce other faults to the softwi~ie systern. 

Therefore, there are some limitations to the applicability of software reliability 

growth models. 

However, it is our belief that when used appropriately, software reliability 

models, while not perfect, are of some value to product management. Like mod- 
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eling in other experimental sciences such as biology, chemistry, geophysics, medi- 

cal science, environments of software reliability growth models are often idealized 

and simplified by making imperfect assumptions in order to establish concise and 

practicd models. As long as the factors omitted by the idealization are statisti- 

c d y  insignificant, the models can be of some d u e .  

For example, in general, defects in a software system are not independent. 

However, classes of defects often are. When a group of defects is found, testers 

can shift their strategy to find different classes of defects. Software reliability 

growth models c m  introduce so called lump smoothing techniques to accommo- 

date such testing processes [14]. Also, correction of found faults usually intro- 

duces new faults. However, Musa suggests that on average about 5% new faults 

are spawned during the correction process (231, p. 121. (Though some people who 

have been working in software industry do not agree the 5 % estimation.) This 

is generally held to be small enough so as not to be a significant factor. Again, 

smoothing techniques can be applied sometimes to improve the accuracy of mod- 

els' predication. The Littlewood-Verra11 model [23] allows the occasional decrease 

in program reliability (faults added) a s  long as the general trend is towards a more 

reliable program. 

The usefulness of software reliability growth models can be descnbed as fol- 

lows. In general tems,  a good model enhances communication on a project and 

provides a common framework of understanding for the software development 

process. It also enhances visibility to management and other interested parties. 

Shese advantages are valuable, even if the projections made with the model in 

the specific case are not particularly accurate. 

Reliability generally increases with the arnount of testing. Thus, reliability 

can be closely linked with project schedules. Furthemore, the cost of testing is 

highly correlated with failure intensity improvement. Since two of the key process 

attributes that a manger must controi are schedule and cost, reliability can be 

closely tied in with project management. 

Quantitative measures provided by software reliability models offer manage- 



CHAPTER 3. SOFTWARE RELIABILITY GROWTH MODELS 

ment the possibility of evaluating development status during the test phases of 

the project. A software reliability model can be used to help a manager answer 

the following questions relating to pro ject st at  us and scheduling: 

1s this software ready for release? 

When will it be ready to release? 

Should we regress to a previous version from the present one? 

Many methods such as intuition of designers or test teams, percent of tests 

completed, and successful execution of critical functional tests, have been used to 

evaluate testing progress. These methods have not been very satisfactory [23]. An 

objective reliability measure established from test data provides a sound means 

of determinhg status. Code coverage andysis provides one objective measure. 

Appropriate software reliability models also provide such measures. 

Developers and managers can use software reliability measures to monitor the 

operational performance of software and to control new features added and design 

changes made to the software. The reliability of the software usually decreases as 

a result of such change. A reliability objective can be used to determine when, 

and perhaps how large, a change will be allowed. The objective would be based 

on the user and other requirements. 

A quantitative understanding of software quality and various factors influent- 

ing it and affected by it enriches the manager's insight into the software product 

and the software development process. The manager is then much more capable 

of making informed decisions. 

Some of the characteristics of a good software reliability model include sat- 

isfactory predictability; conciseness and simplicity of the model; the existence 

of clear physical interpretation of the parameters in the model; the relevance to 

information about the program such as the size of the program, the cornpetence 

of the progammers etc. that exists before the program has been executed. 

In the following sections, we present some fundamental reliability growth mod- 

els. We start by reviewing some essential material in the theory of reliability. 
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Then, we derive general Poisson models based on reliability theory. Special- 

izationç of the general modelç wilI lead to several well-known reiiability growth 

models in software reliabiüty iiterature. This chapter provides the foundation for 

the next chapter, which is on the estimation of the parameters of these models 

in practice. 

3.2 Reliability and Hazard Funct ions 

The basic building block of a reliability mode1 is the tirne-to-failure distribution of 

a system. Let T represent a continuous time-to-failure random variable. Assume 

that the density function of T is f (t). F ( t )  is the probability distribution function 

of T. Note that T is often referred as failure probability and f is cdled failure 
d T -  

- 

denszty. If T is differentiable, then f ( t )  = - . Assume T 2 0 throughout. We 
dt 

define the reliability function as: 

A reliability function R(t ) is monotonically decreasing, R (O) = 1 and 

lim R(t) = 0. 
t+w 

Let Rl(t)  and R2(t) De reliability functions of software sy3tems S1 and S2 re- 

spectively. We Say that SI is more reliable than S2 if Rl( t )  2 R2(t) for al1 t. 

In practice, such requirernent is unredistic. It is often the case that reliability 

functions for two systems are not strictly ordered. In other words, for some t, we 

rnay have RI ( t )  > Rz ( t )  while for some t l  # t we may have Rl ( t l )  < R2 ( t  l). 

To overcorne this problem, the mean-time-to-Jailure (MTTF) is oft en em- 

ployed as a measure of reliability. For the time-to-failure randorn variable T with 

density f (t) and the reliability function R(t), the MTTF is simply the expected 

value of T. The MTTF can be expressed in terms of either the time-to-failure 

density f (t) or the reliability function: 
rn Ca 

E(T) = e = Jo t f ( t ) d t  = JI ~ ( t ) d t ,  (3-1) 



provided t hat 

MTTF is said 

SOFTU'ARE RELIABILITY GROWTH MODELS 24 

1 
R(t) = O ( - )  as t  + cm. The software system with the greater 

t  
to be more reliable. 

The probability that a system will fail in the time interval ( t ,  t  +At) under the 

condition that it has survived to time t  is given by the conditional probability: 

- - P ( t < T < t + A t )  
P(T > t )  

- - F ( t  + At) - F(t)  

Nt )  

The average rate of foilure in the iiitervd ( t ,  t  + At), given the system has 

survived to time t, is: 

Letting At + O, we have the instantaneous failure rate: 

P ( t < T < t + h t  I T > t )  
z(t) = lim 

At+O At 
F(t + At) - F(t) 

= lim 
At+O AtR(t) 

The function z(t) plays an important role in the reliability theory and deserves 

a special name. For a time-to-failure random variable T possessing density f ( t )  

and reliability function R(t) , 

is called the hazard function, and gives the instantaneous failure rate. 

The following proposition shows that the reliability function can be expressed 

in terms of the hazard function. 
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Proposition 3.2.1 If f ( t ) ,  z ( t )  and R( t )  are the density, hazard fùnctzon, and 

relzabzlzty function, respectively, of a tirne-to-/criLure random variable T ,  then 

and 

Proof. Since f ( t )  = Ft( t )  and R(t)  = 1 - F ( t ) ,  we have 

Integrating both sides fiom O to t and recall that R(0) = 1, we get 

= - log [ R ( x ) ]  1; = - log[R(t)] 

To obtain the desired expression of R(t) in t e m s  of z( t ) ,  we apply the exponentiai 

to the above equation. The identity f (t) = z ( t )R( t )  yields the second expression 

stated in the proposition. O 

Recall that a Markov process has the property that the future of the process 

depends only on the present state and is independent of its history. This property 

allows us to use Markov processes to model random behavior of software reliability 

and fault intensity, because software failure process depends mainly on the faults 

remaining and the current operational profile. The number of faults remaining 

in the future will not be known with certainty. 

We use U ( t )  to denote a random variable representing faults remaining at 

thne t .  

The Markov property for the process U ( t )  can be roughly stated as follows: 

For an interval At, the number of faults remaining at time t + At depends only 

on the present state at  time t. Assuming that at  time t, the software has i 

failures, then the future behavior of the U(t )  can be described by the conditional 

probability: 

P[U(t + At) = j 1 U ( t )  = i] 



This conditional probability is often referred to as the tmnsition function of the 

process. 

Let Pij(t, At) denote the above transition function. The probability that the 

number of faults remaining at  time t + At is equal to  j, is aven by: 

Poisson processes are speciai Markov processes with the following additional prop 

erty: The occurrence or nonoccurrence of an event in any interual is independent 

of the occurrence or nonoccurrence of events in any other interval 

The Poisson distribution is appropriate for describing random behavior in 

many applications. For example, the Poisson distribution is often used to predict 

the number of phone calls arriving a t  a given telephone exchange within a certain 

period of time; the number of automobile accidents occumng within a certain 

period of time; and the number of radioactive particles passing through a counter 

during a certain time i n t e d -  

Using these basic concepts, we c m  study software reliability growth rnodels. 

The word growth here cornes from the assumption that once defects are removed, 

the software becorne more reliable. The reliability of a software product grows as 

the result of removing defects from the software. 

Many different software reliability growth models have been proposed and 

used by various researchers. Two types of models: binomial -type models and 

Poisson-type models have been studied extensiveiy in literatures. The key dis- 

tinction between the two types of models is that the binomial type models assume 

that there is a fixed number of initial faults in a software product whereas Poisson- 

type models assume that the initial number of faults is not known with certainty. 

In this thesis, we concentrate on Poisson-type software reliability models which 

is closer to real world of practitioners. 
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3.3 Properties of General-Type Models 

In this section, we derive Generd-Type reliability models and some usehil quan- 

tities that are associated with the models. These quantities allow us to answer 

the common questions regarding the reliability of software such as: 

QI: How many failures will occur in a certain amount of time? 

42: How many more failures remain after testing for a certain amount of time? 

Since the number of total fadts is an extrernely complex function of rnany vari- 

ables such as program size, complexity, and programers' competency, it is a p  

propriate to consider it as a random variable. Throughout this work, we assume 

that The  occurrence o r  nonoccurrence of fazlures in any interual zs independent 

of the occurrence or nonoccurrence of fa i lu~es  in any other interual. Then the 

number of occurrences of failures is a random variable which c m  be appropriately 

described by the Poisson distribution function 

Lwt M ( t )  be the random variable representing the number of failures ex- 

perienced by time t. Then p(t)  = E [ M ( t ) ]  is the expected number of failures 

experienced by time t .  M ( t )  can be specified by its mean value function p(t) or 

by its failure intensity function X ( t ) .  

The exact expression for the distribution of M ( t )  is difficult to obtain. We 

approximate it using Poisson processes. To do so, we make the following assump 

tions about the occurrence of failures: 

Al: There are no failures experienced at time t  = O, or hf(0) = O with proba- 

bility 1. 

A2: The process has independent increments. In other words, the number of 

failures experienced during (t, t + At], M ( t  + At) - M ( t ) ,  is independent of 

the history. This assumption implies the Markov property that the future 

M(t + At) of the process depends only on the present state M ( t )  and is 

independent of its past M ( x )  for z < t. 
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A3: The probability that a failure will occur during ( t ,  t + At] is X(t )h t  + O ( & ) ,  

where X(t) is the failure intensity of the process and 

A4: The probability that more than one failure will occur during ( t ,  t + At] is 

O( A t ) .  

The above assumptions imply that the transition function for M ( t )  is 

1 - A(t)At  + O(&) if j = i 
i f j = i + l  
ot herwise 

Now, let P,(t) denote the probability of M ( t )  being m, then, by (3.2), we 

have 

P,(t + At )  = P [ M ( t  + A t )  = rn] 
= [l - X(t)At]Pm ( t )  + X(t)AtPm-l ( t )  + ~ ( 4 t )  

Solving for P,(t) from the above, we get: 

where 

is the mean value function of M ( t )  for t 2 O. 

The actual steps involved in solving (3.3) is routine but tedious. We leave 

them to the last section of this chapter. (See Proposition 3.6.1) 

Suppose that during the time interval (O, t e ] ,  the software under the study has 

experienced me failures. The probability that the software will have m failures by 

time t ( >  te )  is given by the conditional probability P [ M ( t )  = m 1 M ( t , )  = me]. 

Note that since the Poisson proces [ M ( t ) ,  t 2 O] has independent increments, 

the conditional probability can then be calculated as: 

P [ M ( t )  = na 1 M ( te )  = me] = P [ M  ( t )  - M ( t e )  = rn - me] 

Therefore, we have proved the following proposition. 



Proposition 3.3.1 With the assumptions [Al - Ad], the probability of m - me 

addàtàonal fuzlures wdl occur during (te, t ] ,  gaven that there have been me jailures 

during the time intenial (0, te] con be obtained by  Equation (3.5). 

This proposition answers the question Q 1. 

We note that the number of remaining failures is again a random variable. 

The above distribution can also provide an answer to the question of how many 

more failures will be experienced in the future, given that me failures have been 

experienced during (O, te],  as shown in the next proposition. 

Proposition 3.3.2 The probability that there are q remainzngfailures, giuen that 

m. failures have been expen'enced during ( O ,  te ] ,  2s: 

Proof. Let t  = oo in (3.5). O 

We would like to provide answers to the following questions typically asked 

by the end user of software products: 

43: How long does it take to experience a certain number of failures? 

44: What is the probability of failure-free operation during a certain arncunt of 

time? 

Let Ti denote the random variable representing the i th failure time. First we 

note that the following two events are the same: 

1. the event that there are a t  least i failures experienced by time t, denoted 

2. the event that time to the ith failure is a t  most t, denoted by [Ti 5 t ] .  

The following proposition answers question 43 .  
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Proposition 3.3.3 The probability that the time to the i th failure (z 2 me) is ut 

most t is: 

Proof. This follows from (3.3) directly. O 

Given that there are me failures experienced by the time t e ,  the conditional 

probability that the time to the i t h  failure is at most t can be derived from 

Equation (3.5) : 

= C P[M( t )  - M(t,) = j - m.] 

In particular, if me = i - 1, we have 

Therefore, we have proved the following proposition: 

Proposition 3.3.4 The conditional probabilzty that the tirne to the i t h  failure 2s 

at rnost t ,  given that there are i - 1 failures experienced by the time t i - l ,  is 
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Let Ti(i = 1,2,. . .) be a random variable representing the ith M u r e  interval; 

f be a realization of 7. Recall that z(i = 1,2,. . . ) is a random &able repre 

senting the ith failure time. Then, 

with To = 0. 

With previous propositions, it is easy to derive various quantities associated 

wit h reliability. 

First, the conditional reliability of Ti( on the Iast failure time T,-1 = t i -1  can 

be derived as follows: 

This establishes the following proposition, which answers question 44.  

Proposition 3.3.5 If the software has ezperienced i - 1 failures by the time t i - 1 ,  

then the probabzlity that the software wzll operate fadure-free for at least t' is giuen 

bv 

Next, recall that, for the failure distribution F ( t ) ,  we have F ( t )  = 1 - R(t) 

and the failure density f ( t )  is the derivative of F ( t )  and p( t )  is the derivative of 

X ( t ) .  Then the conditional failure density function can be expressed as follows: 

Thirdly, from Equation (3.12), we can dso show that the program hazard 

rate, using the fact that z ( t )  = f ( t ) /R( t ) ,  as follows: 
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Next, we assueme that each failure, caused by a fault, occurs independently 

and randody, according to the "pre-fault hazard rate" 4(t), which is the in- 

stantaneous failure rate caused by the fault a. Let Ta be the random variable 

representing time to failure of a l ad t  "a", where a = 1,2, . . . . We make the 

following assumption: 

T h e  mndom variables Ta are independently distributed as Fa(t) for al1 remain- 

ing faults. 

Let f a ( t )  be the probability density function of Ta(t)- That is: 

The per-fault hazard rate ~ ( t )  can be written as: 

The per-fault hazard rate gives the uistantaneous failure rate a t  tirne t for the 

failure a. As we are going to see in the next section, for Musa basic model, the 

per-fault hazard rate is assumed to be a constant. 

Now, we obtain the cumulative distribution function Fa ( t )  from the per-fault 

hazard rate z. (t): 

Recall that we have used U ( t )  to denote a random variable representing faults 

remaining a t  time t. If we assume that the number of faults remaining at t = O 

follows a Poisson distribution with a mean wo, we see that the distribution of the 

number of failures expenenced by time t is given by the following; 

Solving the above, we obtain: 
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The derivation of the solution (3.17) is routine but lengthy. We postpone it 

to the end of this chapter. (See Proposition 3.6.3). 

The mean value function of this distribution is 

The failure intensity h c t i o n  can be obtained by differentiating p ( t )  as 

The conditional reliability of T: on the last failure time Ti-I = ti-it Equation 

(3.1 1) , now becomes: 

Note from Equation (3.20) t hat the reliability for the Poissone-type models de- 

pends on the last failure time ti-1, but not on the failures remaining. Note aiso 

that if we let < = m in Equation (3.20), that is we consider the reliability in an 

infinite amount of time after the failure at ti, we have, from (3.16), 

Since eZ > O, we see that the Poisson-type models allow nonzero probability of 

no failures in an infinite amount of time. 

Substituting (refcarl2) into (remazard) , we obtain the program hazard rate 

as 

This shows that the program hazard rate for the ith failure intenml can be de- 

termined if the last failure time ti-L i~ known. 

For some Poisson-type reliability modek, we can relax some of the açsump 

tions we have made. We can consider imperfect repair process where faults cannot 

be located, extra faults are spawned. For such imperfect fault removal process we 
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can assume that the fault correction rate is proportional to the hazard rate. Let 

B denote the fault reduction factor. The fault correction rate is then the product 

of the fad t  reduction factor B and the hazard rate z&). 

For a given number of faults wo the total expected number of failures vo will 

Let G a ( t )  be the cumulative distribution function of tirne to remove a fault, 

Denote the probability density function associated wit h Ga (t) by g. (t ) Thus, 

ga(t) is the density function of time to remove a fault. 

Now, the distribution of the random variable representing the number of fail- 

ures experienced by time t can be approximated by the Poisson distribution: 

The mean value of the distribution is 

the failure intensity function is 

and the program hazard rate is given 

Next, we study two reliability models that are widely used in software testing 

theories and applications. The two models are the Musa Basic Model and the 

Logan'thmic Poisson Model. These two models use an effective dual approach for 

characterizing failure behavior. The parameters in these two models have a clear 

physical interpretation. Both models assume that failure occurs as a nonhomoge- 

neous Poisson process. The difference between the two models is best described in 
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terms of slope or decrement per failure experienced. The decrement in the failure 

intensity function remains constant for the basic execution time model whether 

it is the h t  failure that is being k e d  or the last. In contrast, for the logarithmic 

Poisson execution time model, the decrement per failure decreases exponentially. 

The k t  failure initiates a repair process that yields a substantial decrement in 

failure intensity, while later failures result in much smaller decrements. Note that 

both models use CPU execution time as the model variable. To distinguish CPU 

execution time from calendar tirne, we denote the time varible in the models as 

T ,  instead of t, foIlowing [23]. 

3.4 Musa Basic Execution Mode1 

The basic execution time model is clairned in the literature to be the rnost prac- 

tical model of dl .  F m  mentions that this model has had the widest distribution 

among software reliability models [8]. The parameters of the rnodel have explicit 

physical interpretation and can be related to information that elùsts before the 

program has been executed. We assume that there are finitely many faults in a 

software system. Let wo be the number of inherent faults. Let vo be the total 

failures that would be experienced in infinite time. Through the various stages of 

testing, faults are discovered and removed. So the total number of faults inherent 

in the program is reduced. The net number of faults removed is only a portion of 

the failures experienced. The total number of faults corrected is frequently larger 

than the net number of faults. The reason is that in the correction process, some 

new faults are introduced. The fault reduction factor, denoted by B, is the ratio 

of net fault reduction to failures experienced as time of operation approaches 

infinity. The fault reduction factor B can be used to provide an estimation of va: 

Assume that the pre-fault hazard rate z&) is a constant 4. 
Basic model based on the postulate that the failure intensio 

We derive the Musa 

has a constant slope 



with respect to average failure experienced. We write: 

A b )  = W v o  - P) ,  

where q5 is the pre-fault hazard rate. 

Since A(T)  is the derivative of p ( ~ ) ,  we have 

SoIving this differential equation, we have 

By dinerentiating (3.23) with respect to r, we obtain the expression for the 

failure intensity X(T) : 

i(3.23) and (3.24) and with formula (3.7) we established in the previous section, 

we can get the cumulative probability distribution of time to the ith failure as 

the following: 

The software reliability of this mode1 can be obtained by substituting the equation 

of the expected number of failures experienced by T (3.23) into the equation of 

the conditional reliability (3.11) : 

- e - [ u ~  exp(-+ B ~ i - i ) ] [ l - m ~ ( - + B < ) ]  R ( T ~  1 T*-~ )  - (3.25) 

For the convenience of the discussion in the next chapter, we denote Po = vo 

and pl = q5 B so that the basic modei can be described by P(T) or X(r) as 

following: 



Parameter is the total faults that would be experienced in i nh i t e  time and 

parameter ,& is the per-fault hazard rate. 

The basic model implies a uniform user operational profile. With the highly 

nonuniform user operational profiles, where some functions are executed much 

more frequently than others, the logarithmic Poisson model may be superior. We 

discuss the model in the next section. 

3.5 Musa-Okumoto Logarithmic Poisson Mode1 

The logarithm Poisson execution time model established by Musa and Okumoto 

in 1984 has been widely adopted by the researchers and practitioners in the 

area of software reliability theory and practice. Malaiya et al [20] evaluated 

the prediction accuracy of five two-parameter models and concluded that the 

logarithmic model has the best overall prediction capability. They also found that 

this superiority is statistically significant. From Our experience, another pleasant 

property of this rnodel is that the computation for estimating the parameters in 

model is very stable, compared with the Musa basic model. 

The logarithmic Poisson model can be derived based on the postulate that the 

intensity funct ion decreases exponentially wit h respect t O the exp ec ted failures 

experienced: 

where Xo denotes the initial failure intensity and 0 > O denoted the failure inten- 

sity decay parameter. 

The quantity j~ represents the expected number of failures. Given the initial 

failure intensity Xo and the failure intensity decay parameter O, we can derive the 

expression of the expected number of failures p and the failure intensity function 

p ( ~ )  in terms of Xo and 8. Indeed, since A(T)  is the derivative of p ( r ) ,  we have: 
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Multiplying both sides by e-'"('), we get 

Solving this differential equation with the initial condition p(0 )  = O, we get: 
1 

p ( ~ )  = - ln(A0oBr + 1). 
0 (3.26) 

Notice that p is a logarithm function of r, so the name logarithmic Poisson 

Model. The failure intensity function is obtained by taking the derivative of (3.26) 

with respect to T. 

The cumulative probability distribution of time to failure is obtained by substi- 

tuting Equations (3.26) and (3.27) into Equation (3.7) : 

The progam reliability is obtained by substituting equations (3.26) into Equa- 

tion (3.11): 

The program hazard rate is obtained by substituting equation (3.27) into 

Equation (3.13). 

The mean-time-to-failure (MTTF) is defined only for 0 < 1, which is gener- 

ally the case in actual softwaxe systems. By substituting Equation (3.29) into 

Equation (3.1): 
1 

1 
Again, for the convenience of the following chaptcrs, we mi te  ,Bo = - and 

8 
= Xo 0. Then the logarithmic mode1 can be written as: 
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3.6 Proofs of Some Propositions 

In this section, we supply some technical details on derivations of some results 

we have discussed in the previous sections. These denvations require mainly 

elementary calculus. However, since they are fairly lengthy, we gather them in 

this section, 

Proposition 3.6.1 Under the assumption [Al-A41, let 

Pm(t + At) = [l - A(t)At]P,(t) + X(t)AtP,-,(t) + o(At), (3-32) 

= O. Then, where limat,o ,, 

where 

t 

i.(t) = JO W d z  

2s the meun value function of M(t) for t 2 0. 

Proof. From (3.32), it is clear that 

p,(t + at) - prn(t) ~ ( a t )  = -X(t)P,(t) + X(t)P,_l(t) + -. 
At At 

Let At + O, we have 

d(Pm(t))  = -X(t)P,(t) + X(t) Pm-1 ( t )  
dt 

Multiplying both sides of the above by e ~ ( ~ ) ,  we have: 

Therefore, 
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Let m = O, noting that P-1 (t) = O, we get 

e"(') po (t) = C, 

for some constant C. Since Po(0) = 1 (by assumption Al )  and p(0) = O, we see 

that C = 1. Thus, 

This verifies that for m = 0, the proposition holds. Now, assume that the propo- 

sition hoIds for m = k: 

Then fiom Equation (3.6), 

Integrating, 

= lt M d ( & ) )  + C 
k! 

- - [ ~ ( t ) l ~ + l  + C- 
(k + l)! 

Since Pk+, (0) = 0, p(0) = we have C = O. Therefore 

This verifies that the proposition holds for m = k + 1. The induction completes 

the proof. O 

Proposition 3.6.2 Wzth the assumptions that there are uo inherent faults in 

the prograrn; whenever a fazlure occurs, the fault that caused it wzll be rernoved 

instantaneously; and the hazard rates for al1 faults are the same, then 



CHAPTER 3. S O F W A R E  RELL4BII;ITY GROWTH MODELS 

h e r e  (2) = 
u* ! 

are the binomial coe@cients and 
m!(uo - m)! 

Fa(t) = 1 - e  -J,' ~o(z)& 

is the per-fault cumulative distribution functzon. 

Proof. Note that by assumptions, the total number of faults in the program is a 

fixed number uo. If m - 1 failures have occurred by time t ,  there are uo - (m - 1) 

faults remaining at  time t and each fault has the hazard rate ~ ( t ) ,  and the 

probabiüty of a failure in ( t ,  t + At) is given by 

Similady, when m failures have occurred by time t ,  there are u0 - m faults 

remaining at time t ,  and the probability of no failures in ( t ,  t + At) is 1 - (uo - 

m)za ( t )  At. Therefore, we see that 

Pm(t + A t )  = P[h.l(t + At) =ml 

= P [a failure in (t, t + At) 1 rn - 1 failures in (O, t ) ]  Pm- i (t ) 

+P[no failures in@, t + At) 1 m failures in (O, t ) ]  P,(t) 

= (uO - rn + l ) ~ ~ ( t ) A t P ~ - ~ ( t )  + [1  - ( U O  - m)~a(t)at]P'(t) + o(a t ) -  

Rearranging it, we have: 

Thus: 

Let At + O, we have 



To solve the above dinerential equation with the boundary conditions: 

we use induction again. 

Let m = O ,  keep in mind that Pd* ( t )  = O ,  we have: 

That  is, 

To determine the constant Cl, we let t = 0, and note that % ( O )  = 1, we see that 

Cl = 1. Thus, by  equation (3.16), 

This verifies that the proposition holds for rn = 0. Assume that the proposition 

holds for m = k: 

Multiply (1 - F.(t))~-(~+l) on both sides of (3.33) with m = k + 1 and remange 

to get: 

Substituting (3.34), and noticing that the left hand side of the above equation 

d( [l - F. ( t ) ]  -"'+ck+ Pk+ ( t )  ) 
dt 7 



CHAPTER 3. SOFT'wAREl RELLABILITY GROWTH MûDELS 

we have 

Therefore, 

Again, using Pk+i (0)  = O, it is easy to see that C = 0. 

Thus 

This completes the proof. O 

Proposition 3.6.3 Suppose that 

(1) Whenever a softvrare failure occurs, the favlt that caused it will be remoued 

instantaneously, 

(2) The total number of faults remaining in the program at t = 0,  U(0 ) ,  2s a 

Poisson random variable with mean wo, 

(3) The hazard rates /or al1 faults are the sume. 

Then the distribution of the failure experienced M( t )  is 

Proof. Since the total number of faults remaining in the program at time t = 0, 

U (O), follows a Poisson distribution, 



According to the previous proposition, the distribution of M ( t )  is 

- " [wo(l - F.(t))lZ-" - 
m! x=m (x - m)! 

because P[M(t )  = m 1 U(0)  = x] = O if x < m and 

This completes the proof. 

3.7 Summary 

In this chapter, we present general theory of software reliability growth rnodels. 

The presentation follows closely with [23]. We have focused on Poisson-type mod- 

els, which c m  be derived based on the assumption that the initial number of faults 

in a software product is not known with certainty. We assume the random vari- 

able representing the the initial number of faults follows a Poisson distribution. 

Several propositions are presented to provide answers to the questions commonly 

asked by product managers and end users of software products regarding their 

reliability properties. Two well-known software reliability grotvt h models: the ex- 

ponential models and the logarithmic rnodels are derived by postulathg special 

properties of the M u r e  intensity hinction. We also see that, in the exponential 

models, the parameter ,Bo represents the total faults that would be experienced 

in infinite time and the parameter pi represents the per-fault hazard rate. We 

will provide an illustration of the theory presented here in a later chapter. 



Chapter 4 

Parameter Estimation for SRGM 

In the previous chapter, we have reviewed several important software reliabil- 

ity growth models. We have seen that for Musa basic model (the exponential 

model) and the logarithmic model, there are two parameters ,& and that are 

to be estimated for each specific softwme project using the information related to 

the project. Estimation of parameters of softwaxe reliability growth models have 

been studied extensively by many researchers and software engineers [23, 12, 101. 

In msny situations, one would like to have some idea about software reliability 

even before starting the testing process. Malaiya et al [18, 14, 15, 211 have devel- 

oped some techniques to estimate the parameters of the exponential model and 

the logarithmic mode1 based on the information that is available before testing, 

without using the actual failure time data. In the first section, we present some 

of theîr work. In the remaining sections, we illustrate how some well developed 

general parameter estimation techniques such as maximum likelihood estimation 

and least error estimation can be applied to the exponential model and the log- 

arithmic model using failure time data that are collected during testing. 

Note that we consider only point estimation in this thesis. 

4.1 Parameter Estimation Prim to Testing 

One of the important features of the reliability growth models we have studied 

in the previous chapter is that the parameters in the models have clear physical 
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interpretations. The value of initial failure intensity Ao, total failures experienced 

uo and the failure intensity decay parameter Bo are usually predicted before the 

software is executed. Once the program has executed long enough so that failure 

data are available, we can estirnote these parameters. Estimation is a statistical 

method that is based on either the failure times or the number of failures per 

time interval. First, some terminologies is given. Again, al1 these concepts and 

notations are standard in reliability literature. In particular, they can be found 

in [23] and [14]. 

In practice, it has been assumed that the size and complexity of a program has 

the most effect on the number of inherent faults it contains. As many researchers 

and software testers have discovered, the total number of faults inherent in a soft- 

ware system is linearly related to the software-measure of lines of code. Studies 

have developed estimates of fault density ranging from 3.0 to 5.0 faults per 1000 

lines of code (KLOC)['I, 281. Leading edge software development organizations 

typically achieve a fault density of about 2.0 faults per KLOC. The NASA Space 

Shuttle Avionics software has an estimated fauit density of 0.1 defects per KLOC, 

which can be regarded as an example of what can be currently achieved by the 

best methods. A low defect density can be quite expensive to achieve. The Space 

Shuttle code has been reported to have cost ahout $2000 per line of code [9] 

If we know the inherent fault density, then the number of inherent faults 

wo is estirnated by multiplying the inherent fault density and the program size. 

The size of a program is usually rneasured by the nurnber of source statements, 

denoted by I,. It  is often convenient to convert I, to 1, where I is the number 

of object instructions. The relationship between I and I, is described by the 

following formula: 

where Q, is the so called the average ezpansion ratio. Musa et al [23] and other 

researchers [14, 15, 191 use Q, = 4. 

Let r be the average instruction ezecution rate. r is usually measured in 

MIPS: millions of instructions per second. For example, the average instruction 
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execution rate for Intel 486 is approximately 5 MIPS; Intel Pentium is about 90 

MIPS. 

Let f denote the h e u r  ezecution frequency of a program. f is the number 

of times the program would be executed per unit tirne if it had no branches or 

loops. f is determined by the following formula: 

Another important parameter in reliability models is the fault ezposvre ratio 

(FER) K ,  which represents the average detectability of the faults in software. 

Li and Malaiya 1151 relate f a d t  density to FER and present a model to predict 

FER. 

If we have estimated the value of K, then the parameters Po and in the 

exponential rnodel and the logarithmic model, can also be estimated. 

In the following, we present their approach for estimating parameters Po and 

pl pnor to actual testing. 

Let fi  be the linear execution time, then 

Let N ( t )  be the expected number of faults present in the system a t  time t ,  and 

denote & = N ( 0 ) .  Then, p(t)  = No - N ( t ) .  It is proved in [21] that: 

The actual amount of testing done in phases like unit testing and integration 

testing can very significantly for different project. Thus if we use only the testing 

time in a specific phase, it would not take into account the debugging that has 

taken place in the pnor phases. Thus, fault density is used in [14] as a measure 

of the test stage, because it is independent of the project to project variation of 

the specific stage a t  which a given test phase begins. The fault exposure rate K 

is related to test stage. The actual amount of testing done in phases like unit 

testing and integration testing can vary significantly for different projects. Let 
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D(t) be the fault density of time t, defined by 

In order to derive a formula to estimate parameters Po, ,Ol in the logarithmic 

model p(t) = ,do ln(1 + Plt), it is convenient to express the fault exposure ratio 

K as a function of D. As we shall see below, such an expression will allow us to 

write Po and 131 as functions of some qualities that can be estimated prior to the 

test. 

Note that the logarithmic model p(t) = Po in(i + Plt) can be written as 

Shen the fault intensity function X(t) is: 

Therefore, using p(t) = N ( 0 )  - N(t) = N ( 0 )  - I, D(t), we have: 

A(,) = P ~ P ~  exp 
- ' S ~ ( ~ ) ] .  

Po 

N(t) - -X(t) , we have Note that from Equation (4.1) and the fact that - - 
dt 

W )  K (t) = TL - 
NU) - 

Substituting Equation (4.2) into the above, we have 

Let 
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and 

Then we can mi te  K as a function of D with parameters oo and 01 : 

From the defmitions of a0 and al, we see that if we know the values of Oo and Pi, 
then we can compute the values of cro and cul, because TL, Is and No are usually 

available. Therefore, for each value of D, we can find the corresponding value 

of K. So the fault exposure ratio K is related to the testing stage measured by 

fault density D. 

On the other hand, if we can estimate the values of ru0 and al, we can dso  

estimate the values of Bo and A. 
The parameters a0 and ai are related to the fault exposure ratio K and the 

default density D. Indeed, if we take the derivative of K with respect to D: 

dK 
and by setting - = O, we find 

dD 

This shows that al is the reciprocal of the minimum value of D. The minimum 

value of K is 

Thus, 

1 s  From al = - and (4.6), we see that the parameter 
Bo 

,Oo can be estirnated from: 

(4-8) 
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In order to find an estimation of a, we use Equation(4.5): 

Therefore, we can estimate pl £Yom the above, if we know the estimated values 

of K& a d  Dmin. 

Note that for a specific software project, I, and TL are available, and Do = 

1, N ( 0 )  is also usudly available. However, Dmin is difficult to estirnate. The 

following method is as suggested by Malaiya and Denton [18]. 

1. If the initial fault density Do is less than 10 per KLOC, then the value of 

Dmin can be chosen as 2. 

2. Otherwise, Dmin can be first estimated as 

A reasonable estimation for Kmin is 1.5 x 10-7 for a typical software project as 

suggested by Musa et al [23]. Therefore, we cm use Equations (4.8) and (4.9) 

to estimate parameters ,Oo and ,Ol of the logarithmic model before starting of 

the testing. The method descnbed above provide a rough estimation for the 

parameters of the logarithmic model when no failure data is available. When 

enough actual failure data fiom system testing phase is available, we can use the 

methods described in the next few sections to estimate Bo and Pl more accurately. 

To illustrate the application of the technique described above, let us consider 

an example. Suppose that there is a software system consisting of 50,000 lines 

of source code. The machine to be used for testing the system has MIPS rate of 

16. The source to object instruction ratio is 4. It is estimated that the initial 

fault density Do is 16 faults per thousand line of code (KLOC). Then we take 
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16 
Dmin = - = 5.3 and Po can be estimated as: 

3 

The linear execution time TL can be estimated as 

We use the estimated value of K,, = 1.5 x IO-'. Then we have an estimation 

for parameter ,BI as: 

4.2 Maximum Likelihood Met hods 

Maximum likelihood estimation has been widely used as a formal parameter 

estimation technique. The met hod is to define the so called "likelzhood function" 

which is the joint density of the observed data. For each data set, let YD be a set 

of observations of failures, let p be a vector of parameters of a software reliability 

growth model. The parameters P are estimated by maximizing the likelihood of 

occurrence of the set of failures. To do so, we construct a likelihood function 

L(P, Y*), and rnaximize the likelihood function with respect to the parameter 

vector 0. 
Suppose that estimation is to be performed at  a specified time te, not neces 

sarily corresponding to a failure, and with a total of me failures being experienced 

at times t l  , . . . , t,, . The general likelihood function can be written as 

where f (t l , .  . . , t,) is the joint function of (Tl, . . . , Tm=) and Ti the randorn 

variable denoting the time of the ith failure. The above likelihood function can 

also be written as: 
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By the Poisson mode1 property, 

so the likelihood function (4.11) can be simplified as 

It follows from (3.10) that 

and 

where the last equality follows from Equation (3.12). 

So Equation (4.12) becomes: 

By applying logarithms to equation (4.13), we get the logarithmic unconditional 

likelihood function as follows: 

For exponential class of Poisson type models, we have 

and 
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Thus, from equation (4. Id), the logarithmic unconditional likelihood function for 

this class is: 

This is the objective function we rnaximize in the next chapter for our numerical 

exp eriment S. 

The traditional method of maximizing this function is based on calculus: 

Setting the partial derivative of (4.15) with respect to o0 to zero, we have 

Therefore, 

Setting the partial derivative of ln L ( P ) ,  with respect to ,BI, to zero, we have: 

By substituting Equation (4.16) into the above, 

The maximum likelihood equation for unconditioned estimation for exponential 

class of Poisson type models is: 
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Note that this is an equation with only one unknown Pl. Note also that the 

equation has the same number of t e m s  as the data points. Therefore, when the 

data points are many, the solution to the equation may not be so easy to obtain 

numerically. Now, let us consider the logarithmic model. We have 

and 

Substituting the above to Equation (4.14), we have: 

Setting the partial derivative of ln L ( P )  with respect 

Setting the partial derivative of ln L(P)  with respect 

Solving the nonlinear equations (4.19) and (MO), 

to to 0, we have: 

(4.19) 

to pl to O, we have: 

= O. (4.20) 

we find the unconditioned 

maximum likelihood estimates for Po and ,O1 in the logarithmic model. 

The estimation c m  also be based on a conditional approach. By selecting 

the time te as the basis of observation, the number of failures experienced in 

the i n t e d  (O, te]  will be a discrete random variable. The conditional likelihood 

function is obtained by dividing the unconditional likelihood function by the 

marginal probability of E equaüng its observed value me because the event in 

(4.10) contains the event M(te)  = m.. In other words, 
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Using (3.17), (3.18) and (4. U), Equation (4.21) becomes: 

By applying logarithms to equation (4.22), the logarithmic conditional likelihood 

function is as follows: 

Now we consider some special models. First, let us consider the exponential 

(4.23), we have 

Setting the partial derivative of ln L ( P )  with respect to Pl to O, we have: 

An estimation of pl can be obtained by solving Equation (4.24). Then an 

estimation of Do can be obtained by substituting the estimation of pl into the 

following equation: 

Next, me consider the loganthmic model. By substituting X ( t )  = 'O" and 
1 + Pl t  

p(t)  = Po ln(1 + plt) into (4.23), we have: 
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Notice that this likelihood function ln L(Pl 1 m.) contains only one parameter Dl. 
The partial derivative of ln L(P1 1 m.) with respect to a is: 

Setting the partiai derivative to zero, and we get the conditional maximum like- 

lihood equation for the logarithmic model: 

Once we obtained an estimation for parameter a, the parameter Po can be esti- 

mated using the following equation: 

Note that in the above calculus based approach, we set the partial derivatives 

of logarithmic likelihood functions to zero to obtain maximum likelihood equa- 

tions. In order to verify that we do get maximum values of likelihood functions 

by solving these equations, we need to show that these logarithmic likelihood 

hinctions are in fact concave. This is equivalent to showing that the Hessian 

matrices of these functions with respect to ,Bo, Pl are negative semidefinite. A 

simple Maple session can accomplish this task. We omit the details here. 

4.3 Parameter Estimation by Curve Fitting 

In this section, we discuss another commonly practiced method for estimating 

parameters in Software Reliability Growth Models (SRGM). The method has 

been used in many scientific computations for processing data from experiments. 

In general, let yl, . . . , yme be me observations from an experiment. Let f (x, O )  

be the model where x is the mriable vector and 0 is the parameter vector. Let 

where is the value of the variable for the ith experiment, and ei is the error 

of the ith experiment. 
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The least square method is to estimate the parameters by minimizing the sum 

of the squares of the errors. 

Similarly, we can use 

This is called the least absolute value method. 

We also d e h e  the relative least square method: 

min 8 5 ( 1  ~ i - f ( q y @ )  I ) ~  
i= 1 

i 

Khoshgoftaar et al [12] compares these parameter estimation techniques and 

conclude that relative l e s t  square method and relative l e s t  absolute value 

method appear to be supenor. However, for models with oniy two parameters, 

we find any of above least error method produces satisfactory results. 

For the logarithmic model and the exponential model, we consider the fitting 

functions as 

and 

respectively. Therefore, f o ~  

model and the exponential 

the least square method applied to the logarithmic 

model, we have the following objective functions to 

minimize: ( t ,  here is a failure tirne given in the data file) 

and 
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If we use the least absolute value method, the following two objective functions 

are mininized in order to obtain estimations of parameters for the logarithmic 

model and the exponential model: 

and 

In our numerical experiment, we use the least absolute value method (4.31) to 

obtain estimations for parameters in the logarithmic model. See the next chapter 

for details. 

4.4 Weighted Least Error Estimation 

The least error estimation methods we discussed above give equal weight to each 

data point when a model is fitted. However, software testing practice indicates 

that the recent data points may influence the reliability projection more than 

earlier data points. Therefore, it is desirable to rnake the model fit better to the 

later data points, so that we can get better predictions for the future points in 

time. 

Take a set of real numbers wl, . . . , wme in [ O ,  11, with the property that 

Define the weighted least square function as 

Similarly, we define the weighted least absolute value funciion, the weighted 

least square function, and the weighted relative absolute value function. 
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The weights wi can be chosen in many different ways. Li and Malaiya in [15] 

conclude that a good way is to choose wi as a linear function of of data points 2 .  

In other words, let 

where c is a constant in [O, 11 and e c m  be determined fkom C",q = m. and 

the chosen value of c. 

In this chapter, we consider the problem of estimating the parameters in the 

exponential rnodel and the logarithmic model. We present the method developed 

by Malaiya et al of estimating the parameters pnor to the testing, without using 

the actual failure time. It is clear that such an estimating method cannot be 

very accurate. The values of a few quantities such as DminiQzl and Kmin are 

given based on the experience of Malaiya et al. Practitioners may disagree with 

the values presented here. We present maximum likelihood estimation methods 

and l e s t  error methods for estimating the parameters in the exponential model 

and the logarithmic model using failure times. Two methods require optimize 

some objective functions. We present calculus based approaches for maximum 

likelihood estimation methods. But as we shall see in the next chapter, we can 

maJBmize the likelihood functions directly without using calculus. Various lease 

error methods, including weighted least error methods, are described. Examples 

will be presented in the next chapter. 



Chapter 5 

Numerical Met hods 

In the previous chap ter, we discussed various parameter estimation techniques. 

Only very rarely do these techniques lead to analytic solutions. Most of techniques 

of estimating unknown parameters of a speciiied software reliability growth model 

require optimizing a particular objective function. 

Musa et al point out in their book [23] that different techniques of parameter 

estimation are unlikely to have a substantial effect on predictive validity of the 

models. Therefore the choice of a particular parameter estimation technique 

depends largely on the numerical computation aspect of the technique. 

We believe that a good method for estimating parameters in SRGM should be 

a method that can be applied to different models uniformly. The method should 

be independent of any particular structures of the model, and require minimum 

amount of modification to the optimization program code if the model is changed. 

It should also enjoy good stability and convergence properties, even for failure 

time data sets of large size and for models with many unknown parameters. 

In the previous chapter, we have seen different methods of estimating param- 

eters in software reliability growth models. We have seen that the maximum 

likelihood method and least error methods are derived from fundamentally dif- 

ferent approaches. However, the idea of hd ing  optimal values of some objective 

functions is the same. In the maximum likelihood method, it is the likelihood 

function we maximize; in the least error methods, we minimize the objective 

functions of errors in different noms. Calculus can be used to derive optimality 



conditions and to find optimal solutions in both cases. 

In maximum likelihood method, we take the gradient of the logarithmic like- 

lihood function ln L with respect to the parameter vector 0 and derive the max- 

imum likelihood equation from the equation 

The above is u sudy  a system of nonlineut equations. Numencally solving such 

system of nonlinear equations is stiU a nontrivial task, especially when the pa- 

rameter vector 8 is of large dimension. 

There are many numerical algorithms of nonlinear optimization available for 

solving system of nonünear equations. Most of them are calculus based. 

Common methods for solving the l e s t  square problem are also calculus based. 

The objective function is the sum of the square of error terms. We set the gradient 

of the objective function to be the zero vector in order to find the minimum value 

of objective function. We face again the problem of soIving a system of nonlinear 

equations. 

Note that for some leâçt error methods, such as l e s t  absolute value method 

and relative least absolute method, the objective functions are not differentiable. 

The calculus approach may become considerably more involved. Techniques in 

nonsmooth analysis have to be employed. 

The common difficulty these methods share in actual numericd computation 

is that of selection of an initial guess. If the initial point is not good. then a local 

minimizer may be found or the algorithm may even fail to converge. Therefore, 

a global rninimization method is desirable. 

In this chapter, we present a general approach for estimating unknown pa- 

rameters of software reliability growth models based on the data set of failure 

times. We describe the method and then present several numerical examples to 

dernonstrate the applicability of our approach. 
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5.1 A global minimization method with 
descending mean algorithm 

In the previous section, we have emphasized the importance of global optimization 

techniques in solving parameter estimation problems. 

It is well known that Newton's method for nonlinear minimization is efficient 

once an appropriate initial point is chosen. However, it is not always a trivial 

matter to provide a suitable initial point. Incorrect initial points could lead 

to local minimum solutions. In Our case, this wi l l  lead to incorrect parameter 

estimation for the model. 

We present a general global optimization method that generates a suitable 

initial point automatically. Modiwng the recommended optimization procedure 

presented in [23] by using the Descending Mean algorithm instead of Nelder- 

Mead direct search algorithm, Our general method for global minimization c m  

be simply stated as: 

Step 1 : Generate an initial solution using Descending Mean method; 

Step 2 : Feed the initial solution generated above to Newton's method; 

Step 3 : If Newton's method converges, stop, output minimum solution else goto 

Step 1, until the lirnit of iteration is exceeded. 

If the derivative information is not available, Newton's method cannot be 

applied directly. so Step 2 above cannot proceed. If this is the case, we can just 

use Descending Mean algorithm alone to complete the computation. 

The heart of the above method is the Descending Mean algorithm. This is 

a direct search method with a clear objective: descreasing the average function 

values obtazned in each search iteration. The algorithm is conceptually simple and 

can be easily irnplemented for parallel processing if multi-processor cornputers 

are available. The algorithm is inspired by the implementation of integral global 

optimization technique [35, 34, 271. Note that maximizing an objective function 

f is equivalent to minimizing - f ,  we need to consider minimization only. 
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Let f : Rn R" îZ be a continuous objective function to be minimized. Let x be 

the vaxiable vector, a = (al, .  . . , G) and b = ( I I , .  . . , b,) are constant vectors. 

Assume that the &able vector x coristrained by 

More specificaliy, we have the foilowing box constraints: 

We want to find 3 such that f (a) 5 f (x) for al1 x that satiçfy (5.1). 

Let D = [al, bl] x [a2,h] x . . . x [%,b,] be the set of al1 x = (xl,. . . ,x,) 

satisfying the constraints (5.2). D is often called the constraint set. The method 

can be described as follows: 

Step 1 : Take D as our initial search domain. We randomly take k points di, i = 

1 . . . k, from D, evaluate the function at  these k points, and find the small- 

est 1 function values. Let the corresponding points be el, e2, . . . . el. We 

compute the approxïmate average function value rn over D by calculating 

Step 2 : Sort the points el ,  e2,. . . ,el according to their function values. Make a 

new seaxch domain D that is the smallest rectangle box in D that contains 

el, en, - - ? el- 

Step 3 : In the new search domain Dl, we take k points d,,i = 1..  . k, from Dl, 

evaluate the fimction a t  these k points, and End the smallest 1 function val- 

ues that are less than m computed in Step 1. If we cannot find 1 points with 

such property, then take another k points 4, i = 1 . . . k, repeat the process 

until this is done or until a prespecified maximum number of iterations is 

exceeded. Let the corresponding points be el, e l ,  . . . , el. We compute the 
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approximate average function d u e  m over D by calculating 

Clearly, ml < rn, so the name descendang mean. 

Step 4 : Continue fkom Step 2 to form a new search domain D The process stops 

when the difference between the current mean value ml and the previous 

mean value m is Iess than a specified tolerance, or the maximum number of 

iterations is exceeded. In the case of successfu1 nin, the smallest function 

value f (ei,) for some io E {1,2, . . . , 1 )  is returned by the program as  the 

minimum function value and eio is retumed as minimum point. 

The convergence property of the algorit hm is intuitively clear. Every iterat ion 

guarantees the decrease of the mean of the function values over D. When al1 the 

function values f (e i )  are the same as the global minimum function value, the 

decreasing of the mean in new iterations becomes impossible. In other words, the 

mean in the current iteration is the same as that in the previous iteration. The 

program stops and outputs the global minimum function value and the minimizer. 

For a more rigorous argument, the reader is referred to [35]. 

5.2 Parameter Estimation wit h Descending Mean 
Algorit hm 

In this section, we illustrate the application of the global minimization method 

descnbed in the previous section to solving parameter estimation problems. We 

apply the method to the objective function established from the maximum likeli- 

hood method and to the objective function established from least errors methods. 

The maximum likelihood method has been successfully applied in the book by 

Musa et al [23] to solve several parameter estimation problems. In our cornputa- 

tion experiments, we find that it is difficult to solve Equation (4.17) or Equation 



(4.27) when the data set is large, even the equation contains only one unknown 

variable PL. 
Instead, we apply our global minimization method to - ln L(P)  directly. For 

the exponential model, the objective function is simply Equation (4.15) : 

- C [ln ,Bo - In pi - Olti]  + ,Oo(l - ëBtte). 

For the logarithmic model, the objective function is simply (4.18) : 

Similarly, we can mite  out explicitly the objective functions for the exponen- 

tial mode1 and logarithmic model from conditional logarithmic likelihood func- 

t ions. 

With Our descending mean algorithm described in the previous section, we can 

estimate parameters in logarithmic models using different noms, and be assured 

to have solved global minimization problems related to the least error approach, 

without need of using derivative information of the models. In other words, it 

saves a great deal of precious programmers' time. The price to pay for al1 these 

advantages is that in the course of solving global minimization problems, we may 

require fair number of function evaluations. However, with the rapid advance 

in cornputer hardware, the availability of fast CPUs, this is indeed a very small 

price. In our computation experiments, presented in the next section, we run our 

program on a Pentium II machine. It requires only a few seconds to find optimal 

parameters for the exponential model and the logarithmic mode1 for data set 

Musas. fds. The data set MusaS. fds contains 331 failure times and is the largest 

failure time data set we have been able to acquire. 

We would Like to emphasize that it is our belief that using the maximum 

likelihood method and the least error approach to estimate parameters for SRGM 

are in general stable, reliable and efficient. The methods are independent of any 

specific models. Given a new mode1 and the related data set, the methods can 

be applied immediately without substantially changing the program code. 



5.3 Numerical Tests 

In this section, we present several numerical examples to illustrate the flexibility 

and efficiency of o u  approach for estimating the parameters in software reliability 

growth models. 

Most examples presented here are taken from the data sets provided by the 

integrated software reliability tool ROBUST [16] developed at  Colorado State 

University. Note that these data sets are well-known in the reliability literature. 

Most of them are collected by Musa and are of high quality and accuracy. For each 

data set, we estimate parameters Po and pl of the logarithrnic model ,ûo ln(l  +Bit) 

by minimizing the objective Function of least absolute error (4.31); we estimate 

that of the exponentid model Bo(l - e p ~ ' )  by optimizing the objective function 

generated by the unconditional logarithmic likelihood function (4.15). 

We present the results of Our estimations in the following format: the values 

of parameters for each mode1 are reported. The objective function values corre- 

sponding to  the parameters are also reported for future cornparison. Note that 

these values are not relevant to the applications of the reliability models. 

For first data set Musal, we list the faihre times in a table. In the table, 

the kth entry in the column with the title i represents the kth failure? the cor- 

responding entry in the column with the title t, is the kth failure time. In Our 

illustrations, the horizontal-axis represents the failure time, in CPU seconds; the 

vertical-axis represents the number of failures occurred. We use the notations 

mu1 (t) , mu2(t) to denote the expected number of failures experienced by time 

t for the logaxithmic and the exponential models 

respectively. These curves are plotted dong with the failure data to show the 

fitness of the models. 

With the exception of Musal, we present only our computation results and 

plot for each failure data set, but not the data tables, in order to keep the thesis 
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to a reasonable size. The actual data sets can aIl be found in [16]. 

Table 5.1: Data Set for Musa 1 

Musa 1 



Estimation by Least Absolute Value Method for the Logarithmic Mode1 

The least absolute value = 299.461 

Estimation by Maximum Likelihood Method for the Exponential EvI ode1 

The maximum likelihood function value = -973.725. 

Figure 5.1: Plot of curves fitting for Musal 



Before we present more numerical tests, we would like to illustrate several 

results presented in the previous chapters using the concrete failure time data 

Musal for a real t h e  command and control system Tl. The data is collected 

under the s u p e ~ s i o n  of Musa and is of high quality. 

From our computation, we have obtziined the exponential model for the data 

set Musa1 as follows: 

From the fact that Po in the exponential model represents the total failures that 

would be experienced in infinite time, we see that the system Tl represented by 

the data set Musal would experience 145 failures in its entire operation phase. 

The par-fault hazard rate in the exponential model is a constant. In this case, it 

is 0.0000330556. 

Now, we are able to answer the questions regarding the reliability of the system 

Tl. In the data set Musal, there are total of 135 failures and the Iast failure 

occurred when the system has been operating for 84566 CPU seconds. First, we 

can answer the question that after the 135th failure, what is the probability of 

failure-free operation for at least 1000 CPU seconds. According to Proposition 

3.3.5, me see that the probability is computed by the formula: 

If we take ti-i = 135 and < = 1000, using 

we get P = 0.7499665301. However, if we take < = 10000, then P = 0.08284581909, 

a much smaller probability. On the other hand, if we take t: = 100, then 

P = 0.9712196754. It is clear that after the 135th failure, the system Tl will 

operate failure-fiee for at  least 100 CPU seconds. It is likely that is will operate 
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failure-fiee for 1000 CPU seconds and is very likely to experience some failures 

within 10000 CPU seconds. 

According to Proposition 3.3.4, the probability that the tirne to the 136th 

failure is at  most t, given that 135 failures has been experienced by the time 

84566 is given by: 

If we take t = 100000, then P = 0.9'708736058. On the other hand, if we take 

t = 84576, that is 10 CPU seconds after the 135th failure, then P = 0.0010817145. 

In other words, the probability that the 136th failure occurs 10 CPU seconds after 

the 135th failure is very s m d .  

Many quantities are be similarly computed. .41so, if we use the logarithmic 

model: 

p(t)  = 44.5184 ln(1 + 0.000231005 t), 

We can answer the sirnilar questions using the same propositions in Chapter 3. 

For the system Tl, two models give similar resuits. 

From this example, we see that the software reliability growth models do 

provide some useN information about the reliabiiity of software products. 

Now, we continue Our numericd experiments. -4s we can see from the plots 

presented below, our optimization method provides accurate estimations for the 

parameters in the exponential rnodel and the logarithmic model. 
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Estimation by Least Absolute Value Method for the Logarithrnic Model 

The least absolute value = 53.8822 

Estimation by Maximum Likelihood Method for the Exponential Model 

The maximum likelihood function value = -449.094 

Figure 5.2: Plot of curves fitting for Musa2 
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Musa3: 

Estimation by Least Absolute Value Method for the Logarithmic Model 

= 8.09241 = 0.00151402 

The Ieast absolute value = 449.094 

Estimation by Maximum Likeiihood Method for the Exponential Model 

,& = 38.6835 = 5.99138e - 5 

The maximum likelihood function value = -303.795 

Figure 5.3: Plot of curves fitting for Musa3 
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Musa4: 

Estimation by Lest Absolute Value Method for the Logarithmic Model 

Bo = 23.4261 Bi = 0.000365225 

The least absolute value = 114.82 

Estimation by Maximum Likelihood Method for the Exponential Model 

,Oo = 52.1754 PL = 0.000109007 

The maximum Iikeiihood function value = -377-975 

O 1OOOO 20000 30000 40000 5000(i 60000 

Figure 5.4: Plot of curves fitting for Musa4 



Estimation by Least Absolute Vaiue Method for the Logarithmic Model 

Po = 1117.8 BI = 0.000509351 

The l e s t  absolute value = 15480.5 

Estimation by Maximum Likelihood Method for the Exponential Model 

The maximum likelihood function value = -1594.89 

Figure 5.5: Plot of curves fitting for Musa5 
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Musa6: 

Estimation by Least Absolute Value Method for the Logarithmic Model 

Po = 46.8598 ,O1 = 0.000735338 

The least absolute value = 15480.5 

Estimation by bfaximum Likelihood Method for the Exponentid Model 

,Oo = 95.9606 Pl = 0.000280974 

The maximum likelihood function value = -376.934 

- 

- 

- 

- 

O 1000 2000 3000 4000 6000 

Figure 5.6: Plot of curves fitting for Musa6 



Estimation by Least Absolute Value hlethod for the Logarithmic Mode1 

The least absolute value = 76.056 

Estimation by Maximum Likelihood Method for the Exponential Mode1 

The maximum likelihood function d u e  = -125.046 

Figure 5.7: Plot of curves fitting for Musa16 
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Musal9: 

Estimation by Least Absolute Value Method for the Logarithmic Model 

Po = 28.181 pi = 0.0165376 

The l e s t  absolute value = 59.2173 

Estimation by Maximum Likelihood Method for the Exponential Model 

Po = 41.4454 = 0-0106433 

The maximum likelihood function value = -98.5311 

50 1 1 1 a 1 

Figure 5.8: Plot of curves fitting for Musa19 
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Musal8: 

Estimation by Least Absolute Value Method for the Logarit hmic Model 

Po = 62.1423 = 0.00928926 

The Ieast absolute d u e  = 825.6881450 

Estimation by Maximum Likelihood Method for the Exponentid Model 

Po = 163.301 pl = 0.00216108 

The maximum likelihood function value = -493.88 

Figure 5.9: Plot of curves fitting for Musa18 



Estimation by Least Absolute Value Method for the Logarithmic Model 

The l e s t  absolute value = 589.5727346 

Estimation by Maximum Likelihood Method for the Exponential Model 

The maximum Iikelihood function value = -119.112 

- 
O 20 40 80 100 120 140 160 180 200 

Figure 5.10: Plot of curves fitting for Musa40 
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Estimation by Least Absolute Value Method for the Logarithmic Mode1 

The least absolute value = 6786.904578 

Estimation by Maximum Likelihood Method for the Exponential Mode1 

The maximum likelihood function value = -566-6 

O 400 600 800 1200 

Figure 5.11: Plot of curves fitting for CSRl 
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CSR2: 

Estimation by Least Absolute Value Method for the Logarithmic Model 

= 39.2673 Bi = 0.0297363 

The least absolute value = 432.1091459 

Estimation by Mauimum Likelihood Method for the Exponential Model 

Po = 133.135 Pi = 0.00389929 

The maximum likelihood function value = -328.217 

- 

- 

Y I L I t 
O 100 200 300 400 500 600 700 800 900 

Figure 5.12: Plot of curves fitting for CSW 
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NSingpur: 

Estimation by Least Absolute Value Method for the Logarithmic Mode1 

Po = 19.6056 & = 0.7362 

The least absolute value = 589.8601183 

Estimation by Maximum Likelihood Method for the Exponential Mode1 

,& = 102.855 = 0.0205304 

The maximum likelihood function value = -1 19.059 

Figure 5.13: Plot of curves fitting for NSingpur 
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Usbar: 

Estimation by Least Absolute Value Method for the Logarithmic Model 

Bo = 103.404 = 0.0476027 

The lest absolute value = 6786.900404 

Estimation by Maximum Likelihood Method for the Exponential Model 

= 401.057 pl = 0.00421859 

The maximum likelihood function value = -566.6 

400 - 
350 - 

300 - 

O 200 400 600 800 1000 1200 

Figure 5.14: Plot of curves fitting for Usbar 



Chapter 6 

Conclusion 

Quality of a software product is an important factor for the success of the softnrare 

product. Testing costs the software industry 40% to 50% of the total product 

development life-cycle expenses on software testing to ensure the quality of soft- 

ware. 

Software reliability is the probability of failure-free operations for a specified 

duration under a given usage environment. One hndamental assumption in soft- 

ware reliability theory is the existence of faults. The exposure of such faults is 

by activating software via testing and usage. A software reliability growth model 

provides a systematic way of assessing and predicting software reliability. 

In this thesis, we review several well known software reliability growth models. 

Based on simple probability theory and Poisson process properties, we present 

derivations of some general Poisson type models as well as some important quan- 

tities associated with the models. These quantities allow managers and testers to 

answer questions regarding the reliability of the software product under test. In 

part icular, two models widely adopt ed by researchers and testing practitioners, 

the Musa basic execution model, (also known as the exponential model), and the 

Musa logarithmic model, are studied in detail. 

We emphasize that software reliabiliQ growth models should only be used as 

a guideline. Using the models, we can see the general trend of improvement of 

software reliability through the testing and debugging process. We should not 

take the numerical values generated by these models as the absolute mesure for 
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the quality of software products and make important decisions about the quality 

of the software product based solely on the numerical output of the software 

reliability growth models. This is because of the human factor involved in the 

collection of failure time data for the input. Since the data collection process 

is imperfect and often biased, we should expect the output from the models to 

be only as good as the input. Also, some software reliability growth models are 

established in a simplified and idealized environment. In the real world, we may 

not work in such an idealized environment. Therefore, when we use a software 

reliability mode1 in practice, we need to check the assumptions associated with the 

model. If the model assumpti.ons are close to the operation profile the software 

product is using, then the output from the model is more meaninghil than the 

output from those models that are not close. 

In order to apply a software reliability growth model to a specific software 

product, we need to estimate the parameters of the mode1 for this product. The 

estimations are usually based on failure time data. Statistical methods for esti- 

mating mode1 parameters are well developed. We present several commonly used 

methods of parameter estimation. Specifically, maximum likelihood methods and 

curve fitting using least error methods are presented for two fundamental models: 

the exponential and the logarithmic models. The key idea of these methods is to 

optimize some appropriate objective function. In order to overcorne some difficul- 

ties faced by traditional calcdus based optimization techniques, we introduce the 

descending mean algorithm. We apply a global minimization method based on 

the descending mean algorithm to parameter estimation problems. Our method 

has less stringent requirements on the objective funct ions t han those calculus 

based methods. For example, when the derivative information of the objective 

function is not available, such as in the case of least absolute value functions, un- 

like most calculus based methods, we c m  still perform optimization procedures 

to find appropriate parameter estimations. The descending mean algorithm is 

conceptually simple and can be easily implemented for parallel processing in a 

multi-processor cornputer. The disadvantage of this simple method is the large 
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number of function evaluations, compared with the traditional methods based on 

derivative information. However, with rapid development of computer hardware, 

such a disadvantage become less and l e s  significant. 

We apply the method on a set of well-known, high quality, failure time data 

to estimate parameters in the exponential model and the logarithmic model. 

The numerical experiments are performed on a Pentium II personal computer 

niming Linux. The computation on the largest data file obtainable takes only a 

few seconds. The results of our numerical experiments show that the method is 

efficient and accurate for these rnodels. 

There are a lot more can be said about software testing and software reliability 

growth models. We would like to suggest that the following topics c m  be studied 

further in the future research: 

More work should be devoted to the topic of validating software reliability 

growth models. During the testing process, we can collect failure time data. 

We can use different reliability models. It is important to develop some 

methods that will alIow us to validate if the mode1 we choose represent the 

software product best. Validations should include the model assump tions, 

the range of data, the operational profile and test cost. 

0 Intuition and empirical evidence suggests that code coverage is related to 

reliability. It is desirable to establish some software reliability growth mod- 

els that directly associates with code coverage analysis. Malaiya et al have 

established such models. More studies and experiments on such models Nil1 

be useful. 

In this thesis, we apply global optimization techniques to point parame- 

ter estimations. It would be interesting to know that if the  algorithrns 

developed here can be applied to interval estimation of the parameters in 

software reliability growth models. 
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